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In addition to the following practical guides, we have a general article, in which
we discuss the advantages and disadvantages of Signal and other messengers.

Register an anonymous account

Since Signal requires a phone number for creating an account, you should evaluate whether it is
necessary for you to use an anonymous phone number not linked to your name. If you can't find a

local shop selling anonymous SIM cards, you can also have a look at our article about online SIMs.

Set up registration PIN

It is very important that you set up a PIN in Signal. This protects against unauthorized re-
registration. Your network provider is required by law to forward SMS messages to the police.
Without a PIN, the police can re-register your account and thus read your Signal messages -
However, you would notice it if someone tries to re-register your device. Only one mobile phone
can be registered with Signal, so you would be logged out of your Signal account.

Enabling a registration lock triggers a 7-day inactivity timer if your number is registered on another
device. After 7 days of inactivity on your phone, a new PIN can be created, but the old PIN and
information associated with it would no longer be available. This means that if you have no access
to your signal, an attacker could re-register the account after 7 days - but would not be able to see
your old messages.

To set up a PIN:
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e iOS: tap your avatar » Settings » Account
e Android: Settings » Account » Registration Lock

Self-destructing messages

In individual chats/groups:

e Click on the name at the top of the chat

e Di sappearing nessages

You can also set a default period of time for the feature to be automatically activated for new
chats:

e Settings

e Privacy

e Di sappearing nessages

Default timer for new chats : set a time interval, e.g. 1 week

Restrict push notifications

Here we explain, why we recommend this.

10S

Click on your profile picture and open Settings

Noti fications
e Notification Content
Select No Name or Content

Android

e Click on your profile picture and open Settings
e Notifications

e Show and Select No name or nessage

Create usernames


https://wiki.aktivismus.org/books/it-sicherheit-esc-it/page/push-notifications

Usernames make it possible to share your contact without revealing your phone number. For more

information, see Signal's blog.

e Settings
e Click on your mobile phone number at the top
e Set a username after the @

The username must end with a period and at least two digits, e.g.: usernane. 12 . However, there
can also be more digits after the period.

Disable Find by phone nunber

You can prevent your Signal account from being found using your phone number. This will make it
harder for people who know your phone number to find out if you are using Signal, which is
important if you live in a country where Signal usage may be suspicious or illegal.

e Settings

e Privacy

e Phone nunber

“Who can see my number”: Nobody

“Who can find me by my number?” Nobody

Multiple Signhal accounts on one
device

There are various options for using multiple Signal accounts on one device. The options depend on
your operating system:

Multiple Signal accounts on PC

The easiest way is to download the tool signal - account - swi t cher . This allows you to use four
additional Signal accounts at the same time. To do this

1. Click on this link: https://github.com/kmille/signal-account-switcher/releases/tag/v0.1.0
2. Download the tool for your operating system. At the bottom of the page: “signal-account-
switcher.exe” for Windows, “signal-account-switcher” for Linux and “signal-account-

switcher-mac-{amd,arm}” for Mac (depending on your CPU).
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3. Start the tool (Windows may complain at first because it is “unsafe” to run a file from the
Internet) and simply click on “Start Signal Account #1.” A new signal-desktop instance will

open.

If you don't want to install an extra tool for using multiple signal profiles on your PC, you can also
do it yourself with a little manual configuration:

e Instructions for Windows: https://www.youtube.com/watch?v=TejhH80jktE

e Instructions for Mac:
1. open the command line/terminal
2. paste the following command inside the terminal and hit Enter

nkdi r $HOVE/ Li brary/ Appl i cati on/ Si gnal - Account -1
/ Appl i cati ons/ Si gnal . app/ Cont ent s/ MacCS/ Si gnal --user - dat a-

di r =" $HOWE Li brary/ Appl i cati on/ Si gnal - Account - 1”

Multiple Signal Accounts on Android

Molly

There is a Signal fork called Molly, which can be installed alongside the normal Signal app and set

up with a different account.

44 ['technical] What is a fork?

In software development, a fork is an application that is created by duplicating
an existing codebase, in this case the Signal codebase, and subsequently
modifying it independently of the original. Molly modifies the Signal codebase to
add functionality such as having multiple accounts.

1. If you haven't already, install F-Droid, a free and open source app store:

e Download the F-Droid.apk file from the website.
e Install f-droid by opening the .apk file you downloaded.
e Allow “Installation of apps from unknown sources” when prompted.

e Allow “Install apps from this source” if necessary.

2. Add Molly's package source to your F-Droid by following these instructions on the F-Droid
website. Molly is not automatically included in F-Droid and therefore needs to be manually
added.

¢ Go to https://molly.im/download/fdroid/ and select Molly (if you are reading this on

your phone), or scan the QR code if you are reading this article on your PC. Select
Molly, not Molly-FOSS, unless you know what you are doing (e.g., no Google
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Play services).
e Open F-Droid and refresh once by swiping down from the top edge of your phone;
this will load information about all available apps, which can take up to 2 minutes.
3. Install Molly via F-Droid
e Search for Molly in F-Droid and install it. If necessary, allow “install from this source
for F-Droid again.

”

Molly is now ready and you can set up the app as you would normally set up Signal.

However, you will be asked at the beginning whether you want to use additional password
encryption. Your choice cannot be changed later. This is useful for sensitive accounts.

Create a Signal PIN that you can remember for sure, or save it in your secure password manager,

but don't write it down on a piece of paper! This could be used by the police to intercept messages
intended for you after a house search.

App clones

Some manufacturers offer a dual app feature to run multiple accounts on one phone. Search online
to see if your device has this feature. Starting with Android 14, this option may be available by
default on many devices.

You can also use this feature to clone Signal and Molly, which would enable you to use up to four
different Signal accounts. You could also do without Molly and use Signal twice, but Molly is more
useful because it has slightly better encryption and security mechanisms, which offer an advantage
in the event of a house search.

You can easily activate the feature in the Android settings:
Samsung: Settings > Advanced features > Dual Messenger
Huawei: Settings > Apps > App Twin

LG: Settings > General > Dual App

A menu with all clonable apps should then appear, where you can simply select Signal (and any
other apps you want to clone) and duplicate them.

Additional Android profiles

Android offers the option of creating multiple user profiles, just like Linux, MacOS, and Windows.

For more information, visit the responding Android support page.
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